Fully Anonymous Perfect Secret-Sharing

Roni Con* Ray Lif Noam Mazor?

Abstract

Fully anonymous secret-sharing schemes ensure two properties at once: for any
fixed secret, the combined shares of every unauthorized set of participants are uni-
formly random, and every authorized set can reconstruct the secret exactly using
only the share values, without needing to know which participant holds which share
or in what order the shares appear. It was previously open whether such schemes
exist for nontrivial exact-threshold parameters 2 < t < n. For the smallest previ-
ously open threshold, t = 3, we give, for every n > 4, an explicit fully anonymous
scheme for one-bit secrets, with 2[log n]-bit shares and a perfect reconstruction
algorithm running in poly(logn) time.

The next result, found by ChatGPT, shows that for every 1 < ¢t < n there
exists a fully anonymous perfect (t,n) threshold secret-sharing scheme for one-
bit secrets, in which each share has length O(tlogn) bits. The proof is purely
existential and does not provide an efficient construction. Moreover, ChatGPT
identified a simple construction of a fully anonymous perfect scheme for every access
structure A; if A contains ¢ authorized sets, then each share consists of £ bits. The
authors subsequently verified and streamlined the proofs on their own and take full
responsibility for their correctness.
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1 Introduction

Secret-sharing is a cryptographic primitive that enables a randomized dealer to distribute
a secret among a set of participants by giving each participant a randomized share.
The authorized subsets of participants, namely, those that can reconstruct the secret,
form an access structure, whereas every unauthorized subset learns no information about
the secret. Formally introduced independently by Shamir [Sha79] and Blakley [Bla79],
secret-sharing schemes are used as a building block in many secure protocols including
multiparty computation, Byzantine agreement, and threshold cryptography [Beill].

A particularly important class of secret-sharing schemes is that of threshold secret-
sharing schemes. In such schemes, a threshold value ¢ is predetermined, and the following
condition is satisfied: any set of fewer than ¢ shares yields no information about the secret,
while any set of t shares suffices to reconstruct the secret exactly.

Several recent works have studied stronger notions of secret-sharing in which an unau-
thorized collection of shares hides not only the secret but also information about the
participants holding those shares [EBG™24, BGIT25, Con25]. Such schemes are referred
to as anonymous secret-sharing schemes. One motivation for this additional requirement
comes from abuse-resistant location tracking. Eldridge et al. [EBG™24] used anonymous
secret-sharing to design protocols that balance the privacy of device owners with the need
to detect location-tracking devices, such as AirTags, that have been covertly attached to a
person. For further discussion of this application, we direct the reader to the introduction
of [EBG24].

Bishop et al. [BGIT25] introduced several notions of anonymity. We consider their
strongest information-theoretic notion. Informally, for every fixed secret, the shares held
by any unauthorized set of participants must be jointly uniform over the appropriate
Cartesian power of the share domain. Moreover, every authorized set must be able to
reconstruct the secret perfectly from the share values alone, without using the identities
of the participants or the order of their shares. We refer to schemes satisfying both
requirements as fully anonymous perfect secret-sharing schemes.

In the threshold setting, the shares in a fully anonymous scheme behave like unlabeled
and unlinkable tokens. Any collection of fewer than ¢ shares from distinct participants
is distributed exactly as independent uniform samples from the share domain. Thus,
the share values reveal neither the secret nor the identities of the participants holding
them. Across independent executions of the sharing algorithm, they also cannot be used
to determine whether two shares belong to the same participant. On the other hand, any
t or more shares from the same execution determine the secret from their values alone,



regardless of their order. Full anonymity is therefore stronger than ordinary perfect
secrecy: shares may hide the secret while still leaking identity or linkage information
through participant-dependent formats, explicit labels, or persistent identifiers [BGI 25,
Con25].

Eldridge et al. [EBG'24] presented a variant of Shamir’s secret-sharing scheme such
that the shares held by any unauthorized set are indeed uniformly distributed, however,
the reconstruction algorithm may fail (albeit with negligible probability, assuming suffi-
ciently large share sizes). Thus, their construction is fully anonymous but not perfect.
In [BGIT25], Bishop et al. explicitly asked whether, aside from some simple instances,
there exist fully anonymous schemes achieving perfect reconstruction for threshold access
structures and, more generally, for arbitrary access structures. Subsequently, Con [Con25|
made progress on this question for the gap-threshold setting by constructing a fully anony-
mous perfect secret-sharing scheme with privacy threshold ¢ and reconstruction threshold
20 + 1 < n. That is, any set of ¢ shares, in any order, is distributed uniformly and any
set of 2¢ 4+ 1 shares, in any order, can reconstruct the secret, without revealing the par-
ticipants’ identities.

We remark here that the cases where t = 2 or t = n are simple. Namely, there are sim-
ple constructions that give fully anonymous secret-sharing schemes for these thresholds;
see Section 2. Thus, the exact threshold case is unresolved for every 2 < t < n.

In this paper, we resolve the exact-threshold case for t = 3 in the affirmative. Specif-
ically, we prove that when the threshold is exactly three, there exists an explicit and
efficient fully anonymous perfect secret-sharing scheme.

Additionally, we present a result found by Codex ChatGPT 5.6 Sol Ultra for the
general threshold case. The proof establishes the existence of a fully anonymous threshold
secret-sharing scheme for an arbitrary threshold ¢, with share length of O(tlogn) bits.
We verified and simplified the proofs and present them in this paper. The question
to construct explicit and efficient fully anonymous threshold secret-sharing schemes for
4 <t < n remains open. Moreover, we present another simple construction, found by
ChatGPT, which shows that for every access structure with £ authorized sets, there is a
fully anonymous perfect secret-sharing scheme with ¢2-bit shares.

1.1 Setup and preliminaries

For an integer k, we denote [k] = {1,2,...,k}. Throughout, log(x) refers to the base-2
logarithm. For a prime power ¢, we denote by F, the finite field with ¢ elements. We call
a sequence I € [n]® a distinct-element sequence if all of its elements are pairwise distinct;
that is, [; # I; for all distinct i,j € [¢]. For a vector v = (vy,...,v,) and I € [n], we
write vy == (v, ..., vy,).

Fully anonymous secret-sharing. We begin with a brief reminder of threshold secret-
sharing schemes. We refer the interested reader to Beimel’s comprehensive survey [Beill].

Suppose there are n players and a dealer D (distinct from the players) who chooses a
secret s € {0,1} and hands out the share w; € Q to i-th participant for all ¢ € [n]. An
access structure on [n] is a nonempty family A C 2 such that () ¢ A and, whenever
A€ Aand A C A’ C [n], we have A’ € A. Its members are called authorized sets, and all
other subsets of [n] are called unauthorized sets. A secret-sharing scheme is called a (t,n)



threshold secret-sharing scheme if A = {A C [n] | |A| > t}. In other words, any group
of at least ¢ participants can recover the secret. Further, we want that for each A ¢ A,
the respective parties cannot learn anything about the secret. We denote by Share a
randomized algorithm that gets a secret s and produces a vector sh € Q" and we denote
by Recon the reconstruction algorithm of the scheme.

Formally, let S be uniformly distributed over {0,1}. Conditioned on S = s, let
Wi, ..., W, be the random variables corresponding to the n shares. We want

0, |A|>t
1 Al <t

H(S[Va) = { (1)

where H(-) denotes the entropy of a random variable and V4 = {W; | i € A}. In words,
(1) implies that any set of at least ¢ parties can reconstruct the secret (there is no entropy
in H(S|V4)) but any set of less than t parties cannot reveal any information about the
secret.

Remark 1.1. Throughout this paper, we restrict attention to one-bit secrets. By contrast,
in the standard labeled Shamir scheme over Fy, both the secret alphabet and each share
alphabet have cardinality q; hence, its information rate is logq/logq = 1. Determining
whether fully anonymous secret-sharing schemes can achieve an information rate bounded
below by a positive constant independent of the scheme parameters (either by constructing
schemes for longer secrets or by reducing the share length) is an interesting direction for
future work.

We now define the anonymity of a threshold secret-sharing scheme. Our definition
adopts the strongest notion of anonymity from [BGI*25] in which any set of unauthorized
shares is uniformly distributed over the domain of all possible shares.

Definition 1.2. Given the definitions above, a fully anonymous perfect (¢,n) threshold
secret-sharing scheme with share alphabet €) is a secret-sharing scheme such that the
following two conditions are satisfied:

1. (Share anonymity) For every secret s € {0,1}, every distinct-element sequence
I € [n)'"!, and every v € Q1 we have

Pr [shy =v]=|Q ¢V,

sh¢—Share(s)

2. (Perfect anonymous reconstruction) There exists a deterministic function Recon
(possibly non-efficient) such that for every secret s € {0,1}, every distinct-element
sequence I € [n]t, and every sh in the support of Share(s), it holds that Recon(shy)
= s.

1.2 Results

The first result resolves the open question raised by Bishop et al. [BGIT25] for the smallest
nontrivial threshold ¢ for which existence of fully anonymous perfect (¢,7n) threshold
secret-sharing scheme was previously unknown.



Theorem 1.3. Let n > 4 be an integer. There exists an explicit fully anonymous (3,n)
secret-sharing scheme for one-bit secrets, where the share length is 2[logn|. The recon-
struction algorithm runs in poly(logn) time.

We observe that this result not only establishes the existence of such schemes, but
also yields an explicit and efficient construction, supporting both efficient sharing and
reconstruction.

The remaining two results in this paper were discovered using Codex ChatGPT 5.6
Sol Ultra. We stress that the proofs of these results, after being simplified by the authors,
were written by us, and we assume full responsibility for their correctness.

The following theorem settles the existence question for every threshold.

Theorem 1.4. For every pair of integers 1 < t < n, there exists a fully anonymous
(t,n) threshold secret-sharing scheme one-bit secrets with share alphabet {0,1}™, where
m = O(tlogn).

This result merely shows existence and does not yield explicit and efficient schemes.
The problem of designing efficient schemes for 4 < ¢ < n with short shares remains a
challenge for future research. However, the next theorem shows that if one allows long
shares, an explicit construction exists. Moreover, there is such a construction of perfect,
fully anonymous secret-sharing for any access structure.

Theorem 1.5. Any access structure A C 2" has a perfect, fully anonymous secret-
sharing scheme for one-bit secrets. If the number of authorized sets in A is £, then each
participant receives an (*-bit share.

In particular, for all integers 1 < t < n, there is an explicit fully anonymous (t,n)

secret-sharing scheme with share alphabet {0,1}™, where m = (?)2

Previously, constructions for fully anonymous secret-sharing schemes (with a better
share length) were known with either negligible deviation from uniform [PCO20] or with
a negligible correctness error [BGIT25].

1.3 Prior work

Early work on anonymous secret sharing focused on anonymous reconstruction, where
the reconstruction procedure takes only the share values and does not need to know
which parties provided them [SV88, PP92, BS97, KOKOO02]. Subsequent work advanced
the notion of anonymity by additionally demanding that shares held by unauthorized
sets hide identifying or linkability information, instead of limiting anonymity to the re-
construction phase. Guillermo, Martin, and O’Keefe [GMOO03] analyzed a single-dealer
form of share anonymity, which is weaker than full anonymity. Paskin-Cherniavsky and
Olimid [PCO20] proposed decisional share unpredictability, a multi-instance concept con-
nected to linkage anonymity, and presented an explicit scheme for arbitrary access struc-
tures with perfect reconstruction that is statistically close to fully anonymous. More re-
cently, Eldridge et al. [EBG™24] examined a stronger unlinkability notion in the threshold
setting, built a scheme that is also statistically close to fully anonymous, enables robust
reconstruction for a constant number of dealers, and used it for abuse-resistant location
tracking.



We briefly describe Construction 1 in [EBGT24]. Let ¢ denote the threshold. Each
time a dealer shares a secret, the dealer chooses independently and uniformly at random
n points 71, ...,v, € F, \ {0}, a random polynomial f € F [z]<;—; such that f(0) = s,
and sets the i-th share to be (7;, f(7;)).! This scheme cannot guarantee perfect recon-
struction, because two distinct shares may produce the same ~ with probability 1/(q—1).
Since reconstruction is based on polynomial interpolation and depends on having distinct
evaluation points, there is always a nonzero chance that it fails.

Bishop et al. [BGIT25] subsequently carried out a systematic study of fully anony-
mous secret-sharing for general access structures. They defined a hierarchy of anonymity
notions with progressively stronger guarantees, covering both the hiding of the partic-
ipants’ identities and the inability to link shares originating from the same dealer. In
this paper, we adopt their strongest definition of share anonymity. They presented an
explicit fully anonymous secret-sharing construction with smaller shares than [PCO20],
at the cost of allowing imperfect reconstruction. In addition, they proved nearly tight
lower bounds, showing that anonymity may require exponentially large shares even for
access structures that admit succinct descriptions.

Their fully anonymous construction attains this strongest form of share anonymity;
however, its reconstruction procedure succeeds with all but negligible probability and
thus permits a negligible chance of reconstruction failure.

The constructions of Paskin-Cherniavsky and Olimid [PCO20], Eldridge et al. [EBGT24],
and Bishop et al. [BGIT25] do not simultaneously achieve perfect share anonymity and
perfect anonymous reconstruction. Con [Con25] achieved both properties in the gap-
threshold setting. To state this result precisely, let p be the largest integer such that,
for every j < p, every fixed secret s, and every distinct-element sequence I € [n]?; the
vector shy, where sh < Share(s), is uniformly distributed over €. Let r be the smallest
integer such that every collection of r shares held by distinct participants reconstructs
the secret from the share values alone, without using the participants’ identities. We call
p the privacy threshold and r the reconstruction threshold. In an exact (¢,n) threshold
scheme, p =t — 1 and r = t, so there is no intermediate regime between privacy and
reconstruction. For every k satisfying 2k — 1 < n, Con constructed a fully anonymous
(k — 1,2k — 1,n) gap-threshold scheme; thus, p = k — 1 and r = 2k — 1. The existential
construction has O(klogn)-bit shares and secret. Con also gave an explicit construction
with £°®*) log n-bit shares and secret and, for k = 2, an explicit construction with privacy
threshold 1, reconstruction threshold 3, and share size 3logn + O(1).

More recently, Zhang et al. [ZSZG26], building on the work [Con25] and [CGLZ25],
showed the existence of fully anonymous (k — 1,2k — 1 + en,n) gap-threshold secret-
sharing schemes with share and secret size of O.(logn) bits. Thus, in the regime where
k = ©(n), allowing an additive en increase in the reconstruction threshold reduces the
required share length from O(nlogn) to O.(logn).

LObserve that this construction does not meet condition 1 (it is only statistically close to uniform).
In Section 3.2.3 of [EBG'24], they suggest the following simple fix. The dealer records the « values and,
whenever a v occurs again, replaces the polynomial evaluation by an independent uniform field element.
This yields a fully anonymous secret-sharing scheme. Of course, this does not reduce the reconstruction
failure probability. Alternatively, the dealer may select the ~y;s so that they are pairwise distinct. In that
setting, the scheme achieves perfect reconstruction, but condition 1 is not satisfied.



1.4 Open problems

This paper settles the problem posed by Bishop et al. [BGI*25] concerning the existence
of fully anonymous threshold secret-sharing schemes. We conclude by highlighting two
follow-up questions that we consider particularly interesting.

1. The main open problem is to design an explicit and efficient fully anonymous secret-
sharing scheme in the threshold setting for every threshold value t. At present,
explicit and efficient constructions are known only for ¢t € {1,2,3,n}, although it
is known in principle that fully anonymous schemes exist for all other threshold
values as well.

2. We define the rate of a fully anonymous threshold secret-sharing scheme as }Zi@,

where ¥ denotes the alphabet of the secret and 2 denotes the alphabet of the shares.
The existential construction underlying Theorem 1.4 has rate ©(1/(¢logn)), which
tends to zero as n — oo. Is it possible to construct, or at least prove the existence
of, a fully anonymous threshold secret-sharing scheme that achieves a constant rate?

2 Simple schemes

In this section, we outline two straightforward, fully anonymous threshold secret-sharing
schemes, along with a fully anonymous scheme for arbitrary access structures. The two
threshold schemes will serve as reference points for the subsequent sections. In particular,
in the next section we will describe a (3, n) scheme that can be viewed as a generalization
of the (2,7n) scheme introduced below.

2.1 Simple perfect threshold schemes

A fully anonymous perfect (2,n) scheme with logn+ O(1)-bit shares. Let g >n
be a prime power and assume that aq, ..., ®, are pairwise distinct points in F,. If the
secret is 0, sample uniformly a random element 5 € F, and distribute to every player
the symbol 5. If the secret is 1, sample uniformly at random a line P(z) = ax + b
where a # 0 and distribute to the i-th player, the symbol P(«q;). The reconstruction is
straightforward. Given two shares, x and y, if x = y then output 0 and otherwise output
1. It is easy to see that for every secret s € {0, 1} and every ¢ € [n], the probability that
the i-th player is given the share g € F, is 1/q.

A fully anonymous perfect (n,n) scheme with one-bit shares. Let s € {0,1}
be a secret. Choose uniformly at random a vector v € {0,1}" such that > " ,v; = s
(mod 2) and distribute to the i-th player the symbol v;. Reconstruction is obvious.
Given vy, ..., vy, in any order, compute the sum of all the elements over F,. Also here, it
is easy to see that the anonymity condition, i.e., Condition 1 of Definition 1.2 holds for
any n — 1 shares in any order.



2.2 A simple scheme for arbitrary access structures

In this section, we focus on arbitrary access structures. We first give a formal definition,
analogous to Definition 1.2, of fully anonymous secret sharing schemes for general access
structures.

Definition 2.1. Let A C 2" be an access structure. A fully anonymous secret sharing
scheme for A with share alphabet 2 has the following two properties:

1. (Share anonymity) For every secret s € {0,1}, every unauthorized U ¢ A, every
ordering of the elements of U, and every v € QUl we have

Pr  [shy =v]=|Q 1Yl

sh<—Share(s)

2. (Perfect anonymous reconstruction) There exists a deterministic function Recon
(possibly non-efficient) such that for every secret s € {0,1}, every A € A, every
ordering of the elements of A, and every sh in the support of Share(s), it holds that
Recon(shy) = s.

We prove Theorem 1.5, which is restated next.

Theorem 1.5. Any access structure A C 2" has a perfect, fully anonymous secret-
sharing scheme for one-bit secrets. If the number of authorized sets in A is £, then each
participant receives an (%-bit share.

In particular, for all integers 1 < t < n, there is an explicit fully anonymous (t,n)

secret-sharing scheme with share alphabet {0,1}™, where m = (’;‘)2

Before describing the anonymous secret sharing scheme, let us describe a naive at-
tempt. That is, using additive secret sharing. Let A C 2" be an access structure. A
simple secret sharing scheme for A is simply to share the secret independently for each
authorized set A € A using the (n,n) threshold scheme described above.

In more details, let s € {0,1} be the secret. Independently, for every authorized set
A € A, sample the vector (B)ic[n uniformly from the set

@bizs}.

€A

QA,s = {b - {0, 1}”

Equivalently, the bits indexed by A form a uniformly random additive sharing of s, while
the remaining bits are independent and uniformly distributed. Next, for each i € [n],
the share of participant 7 is simply the vector S? = (S%)aca of length |A|, defined by
Sy =B 4,i- It is not hard to see that the joint distribution of shares of any unauthorized
set is uniform.

For reconstruction, let S, ..., S% be k shares held by an authorized set A = {iy, ..., i}
and let S = S @ ... @ S%. It is not hard to see that S4 = s is the secret. However,
without knowing the identity of the authorized set A, the value of s is undetermined, as
many entries of S may equal 1 — s.

To reduce the error probability, one may consider parallel repetition. Let T" be a large
enough integer and, for each set A € A, sample T independent vectors B}M, cee BL.

8



Now, give each participant ¢ a matrix S of size |A| x T, defined by Sf;,,j = Bf;u for any
A € Aand j € [T]. The joint distribution of shares of any unauthorized set is still
uniform as this is just 7" dependent samples from the same distribution as before.

As before, for authorized set A = {iy,... i1}, we let S = S% @ --- ® S%*. Now,
the entire row S, is equal to s”. Moreover, the probability that there is another row
A’ for which Sa, = (1 — s)T is extremely unlikely (< |A] - 277), and thus we can
reconstruct s with overwhelming probability without knowing A. However, we want
perfect reconstruction, which we do not achieve yet.

We observe that an error may occur only when the matrix S has both an all-zero row
and an all-one row simultaneously, which can happen with positive probability. However,
a matrix can never have both all-zero row and an all-one column at the same time. This
is the main observation yielding the following scheme.

We now describe the scheme. Fix an access structure A4 C 21,

Sharing the secret. Let s € {0,1} be the secret. Independently, for every ordered
pair (A, As) € A%, sample the vector (Ba, a,.)ic[, uniformly from the set

@bi:s}.

€A

{b e {0,1}"

Equivalently, the bits indexed by A; form a uniformly random additive sharing of s, while
the remaining bits are independent and uniformly distributed.

For each i € [n], let M; be the |A| x | A| matrix whose rows and columns are indexed
by sets in A, and where (M;) 4, 4, = Ba, 4, The dealer gives participant ¢ the share

M’i’ if s = O,
Shi =
M, ifs=1.

Reconstructing the secret. Given shares S',...,S* for an authorized set A € A,
compute S = S' @ --- @ S*. If S has an all-zero row, output 0 and otherwise, output 1.

Proof of theorem 1.5. We will show that this scheme satisfies the two properties of Defi-
nition 2.1.

Perfect reconstruction. Let S, ...,S% be k shares of an authorized set A =
{i1,...,ix} and let S = S @ --- @ S%. By construction, if s = 0, then the row corre-
sponding to A in S is an all-zero row, and if s = 1, then the column corresponding to
A is an all-one column. The claim follows by observing that one cannot have an all-zero
row and an all-one column in the same matrix.

Full anonymity. Assume that s = 0. Let S, ..., S% be k shares of an unauthorized
set U = {iy,...,i,}. For every pair A;, Ay € A, we have that (Ba, a,.)icy is uniformly
distributed over {0, 1}Vl This follows from the fact that A is monotone, which implies
that A; ¢ U, and thus for any fixed vector of values on U, there are exactly 2" 1VI=! ways
to complete the vector (Ba, a,,)icin) such that ;.4 Ba, 4, = 0. Also, recall that the
samphng process acts independently for every pair (Al, Ay) € A%. Hence, the matrices
Si ..., S% are independent, uniformly random matrices over {0, 1}/l The claim for
5 = 1 is similar.



For the “in particular” part, observe that for the threshold access structure, it is
enough to consider only minimal authorized sets (in contrast to any authorized set in the
above construction). Also, note that in this case, once the reconstructor gets at least ¢
shares, it chooses exactly ¢ of them and reconstructs for these t shares. Now, the matrix
M; has dimensions (") X (7;) Thus, each share has length (?)2 bits. O

t

3 Efficient fully anonymous (3,n) scheme

In this section, we prove Theorem 1.3, restated next.

Theorem 1.3. Let n > 4 be an integer. There exists an explicit fully anonymous (3,n)
secret-sharing scheme for one-bit secrets, where the share length is 2[logn]. The recon-
struction algorithm runs in poly(logn) time.

We first reduce the proof to the case where the number of participants is a power of
two. Given an arbitrary integer n > 4, let N := 2M°6»1 Apply the construction below
to N participants and discard the shares of any fixed N — n participants. Every ordered
pair of the remaining shares is still uniformly distributed, and every ordered triple still
reconstructs the secret. Hence, the restricted scheme is a fully anonymous (3, n) threshold
secret-sharing scheme. Moreover, 2log N = 2[logn] and poly(log N) = poly(logn).
Thus, it suffices to prove the theorem when n is a power of two. Throughout the remainder
of this section, assume that n is a power of two and set ¢q := n.

In Section 3.1, we prove two auxiliary claims. Then, in Section 3.2, we present the
scheme, namely, the sharing and reconstruction algorithms. In Section 3.3, we prove the
correctness of the scheme, i.e., that reconstruction always succeeds and that the properties
given in Definition 1.2 hold.

Definition 3.1. We say that the polynomials P(x) = ax®*+bxr+e and Q(z) = cx*+dx+ f
are degenerate if ad — bec = 0 and non-degenerate otherwise. Furthermore, we define

S :={(P,Q) € (Fy[z]<2)* | ad — be # 0}.

That is, S is the set of all non-degenerate pairs (P, Q).

3.1 Auxiliary claims about §

Claim 3.2. Let o, € F, be distinct and let (P,Q) € S. Then, (P(a),Q(a)) #
(P(8),Q(B)).

Proof. 1t holds that

since det (CCL Z)zad—bc%@anda%ﬁ. O

Claim 3.3. We have

10



1. For every a € Fy and every v € ]Fg, we have

1
(rak,sl(P(@), Qla)) =v] =75 .

2. For o, 8 € Fy, where a # [ and for u,v € Fg,u # v, we have

1
& J(P(@).Q(0) = v and (P(3), Q) = 1] = oz -

Here, X ~y T means that X is sampled uniformly from the finite set T.

Proof. First note that |S| = ¢*(¢*> — 1)(¢*> — q). Indeed, there are ¢* choices for (e, f),
there are ¢> — 1 choices for (a,b) # (0,0), and there are ¢*> — g choices for (¢, d) that are
not a scalar multiple of (a,b).

For the first item, for every choice of (a,b, ¢, d) satisfying ad — be # 0, the condition
(P(a),Q()) = v uniquely determines (e, f). Hence, there are exactly (¢* — 1)(¢* — q)
pairs (P, Q) € S satisfying (P(a), Q(a)) = v. Dividing by |S| gives the probability 1/¢>.

For the second item, write u = (uy, us) and v = (vy,v9). Since « # f3, for every choice
of (a,c), the conditions (P(a), Q(a)) = v and (P(f), Q(5)) = u uniquely determine

Uy —v Ug — VU
e 2 cfa+0),

-« b —«

and then uniquely determine (e, f) from the evaluation at a. Moreover,

—ala+p3) and d=

a(ug — vg) — c(ug — vy)
p—a '
Since u # v, the condition ad — be = 0 is a nonzero linear equation in (a, ¢) and therefore

has exactly ¢ solutions. Thus, exactly ¢> — ¢ choices of (a,c) give a non-degenerate pair
(P, Q). Dividing by |S| gives

ad — bc =

@ —q _ 1
¢ =D —q)  ¢*(¢>—1)
m
3.2 Scheme
Sharing the secret. Let ai,...,®, be any distinct points in F,. The randomized

function Share takes a secret s as input and acts as follows.
e s = 0. Sample P, independently and uniformly from F,[r]<;, and set Share; =
(P(;), Q(ay)) for every i € [n].

e s = 1. In this case, sample the ordered pair (P,Q) uniformly from S. Now,
independently of the chosen pair, sample Y ~ Ber((n — 1)/¢?) and act as follows:

1. Y =1, the matching option. Independently sample a uniformly random perfect
matching M of [n]; write every edge as (i,7) with ¢ < j, and set Share; =
Share; = (P(a;), Q(a;)).

2. Y =0, the non-matching option. Set Share; = (P(«q;), Q(«;)) for every i € [n].

11



Reconstructing the secret. Given an ordered sequence of at least three shares, apply
the following rule to its first three entries (x1,41), (z2,¥2), (73, y3): output 0 if one of the
following conditions holds:

1. All the points are equal.

2. All the points are distinct and the points reside on a line, namely, it holds that
(1 — y2) - (22 — 3) = (21 — 22) - (Y2 — ¥3) - (2)

Otherwise, output 1.

3.3 Correctness

Proposition 3.4. Reconstruction always succeeds.

Proof. Assume the secret is zero and that P(z) = ax + b, Q(z) = cx + d are two linear
functions that are not both constant, i.e., a # 0 or ¢ # 0. Then, given any three shares,
in any order,

(P(a),Q(e)), (P(8),Q(B)), (P(7),Q()) -

One can easily verify that (2) holds. Here «, 3, are distinct, and since (a,c) # (0,0),
the identity (P(u) — P(v), Q(u) — Q(v)) = (u—wv)(a,c) # (0,0) for u # v shows that the
three shares are pairwise distinct. If both P and () are constant, then the first condition
of the reconstruction holds.

Now, assume that the secret is 1. We will show that Recon cannot output 0. The
claim will follow. Let P(x) = ax? + bxr + e and Q(x) = cz? + dz + f be polynomials of
degree at most 2 with ad — bc # 0. For three distinct participants, let «, 3,7 denote the
evaluation parameters actually used to generate their shares. In the non-matching option
they are distinct, while in the matching option each parameter is used at most twice, so
{a, 8,7} € {2,3}. Consider the set

S ={(P(a),Q(a)), (P(8),Q(B)), (P(7),Q(7))} -

First assume that |S| = 1, i.e., all the points are equal. This implies that P(a) = P(8) =
P(v) and Q(a) = Q(B) = Q(v). Clearly, if |{«a, 5,7}| = 3, then P(z) = e is constant (also
Q(z) is constant) and this contradicts the condition that ad — be # 0. If |[{a, 5,7} = 2,
then assume w.l.o.g. that a # /8 and since |S| = 1, we have (P(a), Q(a)) = (P(5), Q(3)).
This contradicts Claim 3.2.

If |S| = 2, then Recon automatically outputs 1. Thus, we are left to check the case
where |S| = 3. Note that this implies that [{«, 8,7} = 3. Assume that the points in S
are collinear. Then,

which implies that
(@ —=B)(B —)(a—=7)(ad —bc) =0.

Thus, ad — bc = 0, in contradiction. O
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Proposition 3.5. For every s € {0,1}, every distinct i,j € [n], and every u,v € F,
Pr[(Share;, Share;) = (u,v)] = ¢ *.

Proof. First suppose that s = 0. Write u = (uy,u2) and v = (vy,v2). For a; # «;, the
map (a,b) — (P(a;), P(o;)) where P(x) = ax + b is a bijection from F2 to Fz. Thus,
Pr[(P(a;), P(aj)) = (u1,v1)] = ¢ ?; independently, Pr[(Q(a;), Q(y)) = (ug, v2)] = ¢ 2
Hence

Pr[(Share;, Share;) = (u,v)] = ¢ *.

Now suppose that s = 1. First, consider u = v. By Claim 3.2, two shares can be
equal only if (i) the matching option is selected and (ii) ¢ is matched to j. Therefore, by
the first item of Claim 3.3,

n-1 1 1
Pr[(Share;, Share;) = (u,u)] = Z il E q

Now consider u # v. In the matching option, ¢ and 7 must belong to different matching
edges. Since different matching edges have distinct smaller endpoints, the two shares are
evaluations at distinct field points. This occurs with probability (n — 2)/(n — 1). Thus,
by the second item of Claim 3.3,

n—1 n—2 n—1 1
I‘[( are arej) (U/ 'U)] ( q2 n—1 + ( q2 )) q2(q2 - 1)
_ <n—2 q2—n4r1) 1
q? q? *(¢* — 1)
—= q_4,

We are now ready to prove the theorem of this section.

Proof of Theorem 1.3. We have to verify both conditions of Definition 1.2. Proposi-
tion 3.5 proves that every ordered pair of shares is uniform over (Fg)Q. For every i € [n]
and every u € F2, choose j # i.

The reconstruction proposition, Proposition 3.4, shows that every valid triple re-
constructs the secret. Since the reconstruction algorithm on longer inputs applies the
three-share test to the first three entries, perfect reconstruction holds for every input of
length at least 3.

Since ¢ = n, each share in F?I contains exactly 2logn bits; reconstruction uses O(1)
field operations and therefore poly(logn) bit operations. O

4 Existential proof for threshold access structures

In this section, we prove Theorem 1.4. Namely, we show that fully anonymous perfect
(t,n) secret sharing schemes exists with O(tlogn)-bit shares.

Theorem 1.4. For every pair of integers 1 < t < n, there exists a fully anonymous
(t,n) threshold secret-sharing scheme one-bit secrets with share alphabet {0,1}™, where
m = O(tlogn).
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We begin by describing the construction. Let [n] be the set of parties. In the follow-
ing, we assume that ¢ > 2 since otherwise there is a trivial scheme. Let F, be a field
of characteristic two and large enough size ¢ (to be chosen later) with distinct points
aq,..., 0 €Fy.

Secret 0: Choose a uniformly random polynomial f of degree <t — 2 and set the ¢-th
share sh; = f(«;).
Now, define

i1 # ... Fjrand f € Fylr]< o
Dy =< (aq,...,a;) : .
‘ {( ) such that (aq,...,a;) = (f(ajl),...,f(ajt))}

Secret 1: Let F' C Fy be the set of shares having some t-subset whose shares lies in
Dy. Namely,

F= {yewg: JAC [n], |A| =t yAeDO}. (3)

Let 3 be a distribution supported on Fy \ F' whose marginals on any ¢ — 1 coordinates
are uniform. Sample the shares from the distribution p;.

Decoding: given a tuple M of ¢ field elements, output 0 if M € Dy and 1 otherwise.

Assuming such a distribution p; exists, the correctness of this scheme, as well as the
anonymity, follows by construction. Indeed, the reconstruction procedure does not use
the identity of the parties, and thus is anonymous. Moreover, the distribution of shares of
any t— 1 parties for s = 0 is uniform, and thus satisfying the share anonymity property for
this case. Finally, the reconstruction procedure always outputs 0 for shares produced by
the sharing protocol for s = 0, and 1 otherwise, and therefore correctness is also satisfied.
The rest of this section is dedicated to proving the existence of such a distribution .

4.1 Cylinders and Anonymity

In order to construct the distribution p1, we will need the notion of cylinder. For a vector
r € F} and a set J C [n], the J-cylinder around z, denoted by I'(J, ), is the set of all
¢" I vectors that agree with x on the set J, namely,

D(Jz) ={y € F}: y; =2}

Observe that to show that the marginal distribution of any ¢ — 1 shares in y; is uniform,
we need to show the following. For any shares shy,...,sh,, and any set of £ — 1 parties

J = {jla s 7jt—1}7
Z Prsh’] = Prlshy,,...shj,_,] = —
1 M1 q
sh’el’(J,sh)
or equivalently,

Esh’<—F(J,sh) [Elf[ShIH =1/q".

To prove that such a distribution exists with support disjoint to F', we need the notion
of sparsity. In the following, let S =, and U = F}.
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Definition 4.1 (Cylinder sparsity). F C U is (k,d)-cylinder-sparse if for every J C [n]
with |J| < k and every x € U,

|FAT(J,2)|
T(J, )]

The crux of our proof is the following theorem.

Theorem 4.2. Let k <n, let F CU be (k,(2n) % 1)-cylinder-sparse. Then there exists
a probability distribution on U, supported in U \ F, all of whose marginals on at most k
coordinates are uniform.

We prove theorem 4.2 in section 4.2. But first let us use it to prove theorem 1.4. We
will need the following lemma.

Lemma 4.3. Assume 2 <t <n <q and ay,...,q, distinct. Let F' be the set of vectors
defined in (3). Then, F is (t -1, th/q)—cylmder—sparse.

Proof of lemma 4.3. Fix J with [J| <t —1 and let € F; be any point. We will show
that to specify any y € FFNT'(J, z), it is enough to specify 2t indices in [n], together with
n — 1 —|J| field elements in F,. This implies that there are at most n*q"~*~1/I such y’s,
while the size of I'(J, z) is ¢"IYI. In other words, F is (¢t — 1, ”T%) sparse.

Fix y € FNI(J,x). Since y; = x;, to specify y it is enough to specify the value
of y; for any i ¢ J. However, by definition of F', there are indices j; # ... # j; and
i1 # ... # 13, such that

(yi17 s 7yit) = (f(aj1)7 . .,f(Oéjt))

for some t — 2 degree polynomial f. Since |J| < t — 1, there is an index k € [t] such
that ip ¢ J. Finally, since f is a t — 2 degree polynomial, it follows that the value of
f(aj,) is determined by (f(ay,),..., f(oy,_,), f(aj.,.),--- f(j,)), and thus the value of
Yi, is determined by y1,..., ¥, Yipi1s-- - Yn, together with the indices j; # ... # Jj;
and i1 # ... # i;. It follows that we can specify y by specifying y; for any i ¢ J U {ix},
together with 2t indices. O]

Proving theorem 1.4. We are now ready to prove theorem 1.4

Proof of theorem 1.4. Let ¢ be the smallest power of 2 with ¢ > (2n)3*!. The correctness
of the scheme is promised by construction, as well as the security when the secret is 0.
By lemma 4.3 and theorem 4.2, there is a distribution p; such that the scheme is secure
for secret 1. Finally, observe that

logq < (3t + 1)log(2n) + 1 = O(tlogn).
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4.2 Proving theorem 4.2

Recall that to prove the theorem, it is enough to find a distribution with support disjoint
from F', such that for any shares shy, . .., sh,, and any set of t—1 parties J = {j1,...,ji_1},

Esh’eF(J,sh) [Ef[Sh/H =1/q".

The above implies that to find the desired distribution i, it is enough to find a function
w: Fy — R, such that:

1. w(sh) > 0 for every sh € Fy,
2. w(sh) = 0 for every sh € F', and
3. Egyersm(w(sh’)] =1 for any [J| <t —1 and sh € F}.

Such a function is enough to conclude the proof by choosing Pr,, [sh] = w(sh)/q". The
crux of the proof is proving that such a function w exists for any set F' which is sparse
on every small cylinder. We prove the following lemma.

Lemma 4.4. Let k < n, let F C U be (k,d)-cylinder-sparse for § = (2n)~*=1. Then
there exists w : U — Q with

(i) w(x) =0 for any x € F;

(ii) w(z) > 0 for any x;
(111) Egy sz w(sh)] =1 for every x and every J with |J| < k.

We note that the number of linear constraints (i) and (iii) introduce is |F| 4+ () in
total, which is, by our choice of parameters, much smaller than || = ¢". Thus, we might
have enough degrees of freedom for w to satisfy (ii). We prove lemma 4.4 below, but first
let us use it to prove theorem 4.2.

Proof of theorem 4.2. Taking J = () in (iii) gives [S|™" > w(y) = 1, so p = [S]"w
is a valid probability distribution which vanishes on F' by (i). For |J| < k, (iii) give
> yer(a) W(Y) = S| e, > yer(a) MY) = |S|~!/I: the marginal on the coordinates
in J is exactly uniform. m

Before proving lemma 4.4 we will write item (iii) a bit differently. We will make use of
Efron—Stein decomposition [EES81] (also known as Hoeffding decomposition, or ANOVA
decomposition, see [O’D14]). We start with the definition of the conditional expectation
operator E;.

Definition 4.5 (Conditional expectation). For J C [n] and g : U — Q define E;g : U —

L 1 1
(Es0)(x) = [gmp > 9y = Wzg((ﬂci)m,(m)m%

yel'(Jx) yeUu

where ((x;)ics, (Yi)igs) denotes the word equal to x on J and to y off J.
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We note that the operator E; is linear and thus can be represented by an [U| x |U|
matrix (where we identify a function ¢g: & — Q with a vector Q¥).
For a set T' C [n], let A be the T-projection

Ap = Z(_D\TI—IIIEI_

ICT

The Efron—Stein decomposition states that any function g can be written as

9= Arg.

TCln)

Using this notation, item (iii) in lemma 4.4 can be written simply as F,;w = 1 for every
| J] < k.

Remark 4.6. [Hoeffding decomposition vs. Fourier Transform] E;q equivalently does the
following: write g as a sum of Fourier characters g = g, §(a)Xa (where xo : U — C).

Then E ;g filters for the Fourier characters with supportin J: E;g = Zaan.Supp(a)CJ g(a)Xa-
n:

By the Inclusion/Exclusion principle, Ar filters for terms with support exactly T': Arg =
Zaem:supp(a):Tg(a)Xa. Under this interpretation, it is clear that g = ZTg[n] Arg. See
[ES81, O°D14, KLLMZ2J] for more details.

The rest of this section is dedicated for proving lemma 4.4. In the following, write
w(xr) = 1 — a'(x), where w(z) = 1 represents the uniform distribution over Fy, and o’
is the difference, or the residual of w from the uniform distribution. We want to find a’

such that
e d/(x) <1 for any sh (so that w(sh) > 0),
e d/(x) =1 for any x € F (so that w(z) = 0), and
e E d/(x) =0 for any z and any |J| < k.

We find such a function a by solving a linear equation system. In particular, we construct
a matrix Z, such that for any function a: Fy — R (represented as a vector of dimension
q"), the function ' = Za fulfills the third requirement above. Then we add the linear
constraint that a/(z) = 1 for any x € F to find a solution ¢’ = Za that satisfies the
second requirement. By bounding the norm of the matrix, we prove that any such
solution satisfies also the first condition.

In more details, let V = QF, a finite-dimensional Q-vector space, let Xp : V — QY
be extension by zero and Rp : Q¥ — V be the restriction on F. That is, for v € V,
Xr(v) € QY, where Xp(v), = v, if z € F or 0 otherwise. Similarly, for u € QY,
Rp(u) € V is the vector defined by Rp(u), = u, for all x € F. Let Qf = ngk Aqp.?
We will need the following claim, proved in section 4.3.

Claim 4.7. If |J| < k then E;Q) = E;.

2Note that using remark 4.6, Qg = Zaan,,‘supp(a)Kkg(a)xa. That is, Qy filters the small Fourier
w <
coefficients. claim 4.7 easily follows by this interpretation.
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Note that the above claim implies that for Z = (I — Qy), E;Z = 0, and thus for every
a’ = Za it holds that Ej;a’ = E;Za = 0. Finally, let

Observe that T is a linear operator because Xp, Q) and Rp are. Our goal is to show
that there is a solution to the equation (I —T)a = 1. We will prove the following claim.

Claim 4.8. For every a € V and every M > 0 with ||a]| < M we have,
|QXralo <M/, hence  |[Tafl < 1/4- |ja]l
In particular, the matriz (I —T) has a full rank.

That is, claim 4.8 states that (), reduces the norm of any function Xra supported
only on F', which follows by the fact that F' is (k,d)-cylinder sparse. We prove claim 4.8
next, but first let us use it to prove lemma 4.4.

Proof of lemma 4.J. By claim 4.8, there is a solution to the linear equation (I —7T)a = 1.
Let a be the solution, and let M = ||a||o. By definition we have that a = Ta + 1, and
thus

M = lalloc = |Ta+ 1] < [[Tal|c +1 < M/4+1,

where the last inequality holds by claim 4.8. We get that
M < 4/3. (4)
Recall that by the definition of T'= RpQ;Xr, and since (I — T')a = 1, we have that
a(y) — (QrXra)(y) =1 forall y € F. (5)

We now define the function w. Let
w:=1-— ZXFG =1- (XF - QkXF)CL
(i). To see that the first property holds, observe that for y € F', Xra(y) = a(y) and,
by (5), (QeXra)(y) = a(y) — 1. Thus,
w(y) =1—aly) +aly) —1=0.

(ii). To see the second property, observe that if y ¢ F then Xga(y) = 0 and thus
w(y) =1+ QrXra. By claim 4.8 and (4), (QxXra)(y) > —M/4 > —1/3. Therefore

w(y) > 1—-1/3> 0.

(iii). Finally, for |J| < k, by the linearity of E; we have that
Eyw=FE;1— (E;Xr— E;QrXF)a.

Since F;1 = 1, and since by claim 4.7 E;Q, = E;, we get that
Eyjw=1—- (E;Xr — E;Xp)a=1.
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Proving claim 4.8. We now prove claim 4.8.

Proof of claim 4.8. First, notice that for any z, |Xpa(z)| < M1g(z). By the definition
of F; and the triangular inequality, we get that for every J,

(BsXra)(z)| < Ey|(Xra)|(z) < E;(M1p)(z) < M(Ej1p)(2).

In particular, since every cylinder fixing at most k coordinates meets F' in at most a
d-fraction, i.e. (E;1p)(z) <9 for all |J| <k and all z, then |(E;Xpa)(z)| < M.
By definition of @y,

Xpa Z Z |T| lJ‘EJ XFCL)

IT|<k JCT

and thus by the triangular inequality,

1k (Xra)loo < Y Y I1Es(Xra)|ls

|T|<k JCT

<> Som
|T|<k JCT
i n
=0M 2
> ()
< OM -nF - 28 = M /n.

Note that we can assume that n > 4 as for n < 3, we have already fully anonymous
(t,n) secret sharing schemes for ¢ € {1,2,3}. Finally, to see that the matrix (/ — 7T') has
a full rank, we will show that the kernel of (I — T') is empty. Indeed, assume toward a
contradiction this is not the case. That is, there is a vector a # 0 such that (I —7)a = 0.
In other words, a = Ta. Let M = |la||ooc. Then M = |||l = [|[Ta|lec < M/4, and
therefore M = 0, and a = 0. m

4.3 Proving claim 4.7

To prove claim 4.7 we need to prove some basic properties of Ar.
Lemma 4.9. The following hold.
1. EJEK = EJQK fO’F all J,K Q [n]

2. For every J C [n ZAT—EJ

TCJ
3. Let J,T Cn|. Then E;Ar = Ar if T C J, and E;Ar = 0 otherwise.
Proof.
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1. Write ok (u,v); = u; if 1 € K and v; otherwise. Then

(EsExg)(x ‘M‘Q ZZ glox(os(z,y) ))

yeU zel

Observe that ox(oy(x,y),2); =z, ifi € JNK, y; ifi € K\ J, and 2 if i ¢ K.
Let y' € U be defined by y; = y; if i € K\ J or z; otherwise. Let 2z’ € U be defined
similarly by z/ = z; if i € K\ J or y; otherwise. We can write

(EjEkg)(x |2 Z Z UJmK z,y) |Z/I| Z UJmK T,y )) = (Ejnkg)(z).

y'el z'eld y'el

2. Observe that

> = S0 E = (3 (o) g

TCJ TCJICT ICJ ICTCJ

For fixed I CT C J, write T'=1TUU for U C J\ I. Then

Z( 3 <_1)|T|fu|>EI Z( 3 (- |U|>

ICJ ICTCJ ICJ UCJ\I
Lastly, note that z:Ug\I(—l)‘U| equals 1 if 7 = J and 0 otherwise.

3. By the first property, E;Ar = ) p(— OW=NE;;. If T C J then JN I = I for
every I C T and we recover Ap. Otherwise pick p € T'\ J and pair each I C T\ {p}
with 1 U {p}. Since p ¢ J we have JN (I U{p}) = J NI, while the signs (—1)/71=
and (—1)ITI=11I=1 are opposite; the two terms of each pair cancel.

]

We are now ready to prove claim 4.7.

Proof of claim 4.7. By the last item of lemma 4.9, E;Ar vanishes unless T" C J; and
every T' C J satisfies |T'| < [J| < k, so it occurs in Q. Hence E;Qr = D pc; EjAr =
ZTQJ A7 = E; by the second property of lemma 4.9. [

AT Disclosure: As mentioned above, Theorems 1.5 and 1.4 were found by ChatGPT
5.6 Sol Ultra. Theorem 1.3 was found by the authors without use of AI. The authors
verified and streamlined the proofs on their own and take full responsibility for their
correctness.
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